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Juniper

OINWOM - ADVA  ciena NOKIA 2 Pockettiont

encryption

*  ndopoBaHME HO KOHOABHOM YPOBHE
(MACsec) Hao ©a3e CTOQHAQPTHOTO
mappyTtmsaropa SRX1500

|l «  LLUIMOPOBAHME HO CETEBOM YPOBHE

(IPsec) HO Da3e MeXCEeTEBOro 3KpPaAHA

HOBOro nokoAeHms (NGFW) SRX1500

Pespans 2025, Ctambya

https:/ /www juniper.net/gb/en/company/press-releases/2025/pr-2025-06-26-00-00.html
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5 Key challenges and future directions

H e T! This section presents a concise list of challenges and future endeavors in key management in QKD networks. Key
management is the foundational task of QKD networks; without it, the key generation process would be ineffective.

However, the development and optimization of the key management layer are significantly constrained due to the

limited number of testbeds and real-world applications of QKD network services. These are identified key challenges to

NHTeponepabeAbHOCTb e o,
r p OTOKOAQ B3AMMOAENCTBUA « Standardization of interfaces for communication between QKD modules and key managers: To facilitate
fair representation of all QKD equipment manufacturers in the market, it’s imperative to establish clear

annda p a Typ bl pG3 HbIX BEHAO p OB _ guidelines for communication and interoperability between various QKD module manufacturers and key
IBASETCS M p 1) 6 AEMO I;’ U 30 managers. Currently, there is no standardized interface that delineates this communication.
pybexxom!

Dervisevic E. et al. Quantum Key Distribution Networks-Key Management: A Survey //ACM

Computing Surveys. —2025. - T. 57.— Ne. 10. - C. 1-36. https://dl.acm.org/doi/pdf/10.1145/3730575


https://dl.acm.org/doi/pdf/10.1145/3730575
https://dl.acm.org/doi/pdf/10.1145/3730575
https://dl.acm.org/doi/pdf/10.1145/3730575
https://dl.acm.org/doi/pdf/10.1145/3730575
https://dl.acm.org/doi/pdf/10.1145/3730575

CMAPTC

MponpueTapHbin NPOTOKOA SKIP oT Cisco KBAHTTEAEKOM
Secure key integration protocol (SKIP) v KomnaHus Cisco paspaBoTaad
@ CODOCTBEHHbIM MPOTOKOA COMPIKEHMS C

BHELLIHMAM UCTOYHMKOM KAKOHEM, B TOM YUCAE

( Out-of-band PPK

isati M AMn KPK

v TIOAY4EHHbIE KAIOHYM MCMOAB3YIOTCS B
npotokoae IKEv2 MocpeACTBOM OYHKLLMM
(0 P2} @ AMBEPCUAPUKALLMM KAIOYEW BMECTE C
KAto4amim DH

RFC8784: PPK-ID sync

Quantum-Secure
IKEv2/1Psec Session

in session key

in session key

DH-Established
Shared Secret
|
/8 Quantum-Safe Encryption Using Postquantum
1 p— Preshared Keys
PostQuntin @O Mixing Pre-Shared K.
Pre-Shared —— — . g 1re-Shared B.eys
Key (PPK) ~"‘/ inIKEv2 ;Qr Post-Quantum This chapter explains how to use Postquantum Preshared Keys (PPK) for quantum-safe encryption of IKEv2
courity. and OTNsec data, through the implementation of RFC 8784 and the Cisco Secure Key Integration Protocol
| (SKIP).
/% * Quantum-Safe Encryption Using Postquantum Preshared Keys, on page 2
\/\v/ « Verify the PPK Configuration, on page 10
| * View IKEv2 Session Detail, on page 14
Quantum-Resistant
Session Key

\ / https://blogs.cisco.com/sp/safeguard-your-network-in-a-post-quantum-world
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NMpodomab NpoTokoAaa oT CMAPTC-KeaHTTeAekom (Mpodomab CKTK) KBAHT TEAEKOM

®EAEPANGHOE ATEHTCTBO

NO TEXHUHECKOMY PEMYNIUPOBAHUIO U METPONOIMMK
® PEKOMEHAALMUM
l : " I | P 1323565.1.046—
A M | D N C epp a NO CTAHAAPTMIALUN o0 o0

WUHdopmaumorHas TexHonorusa
KPUNTOMPA®UYECKASA 3ALLUTA UHOOPMALIUUA

3almLeHHbIV NPOTOKON B3aMMOAEWCTBUA
KBaHTOBO-KpUnTOrpacdvyeckon annaparyphbl
BbIpaboTku 1 pacnpegesieHus KnioYyen u cpeacTea
KpunTorpaduyeckoy 3awmTbl MHopMauumn

WMananme oduumansoe

CWCTEMbI
NP AK TL-ECKOLA
BE30MACHOCTA
ProtoQa, ProtoQa ProtoQa,
npodouAb ! npodnAb PeweHne B eAUHOM KOpRyce
CKTK npoc uAb

CKTK (o] ¢1.¢

P 1323565.1.046-2023. PeKOMEHAALLMM MO CTAHAQPTM3A UMM .. (MHAD OPMA LMOHHAS TEXHOAOTUS. KpMnTOorpadomie ckas 3aLUmTa
MHOD 0P MALLUK. 3ALLMLLLE HHBIM MPOTOKOA B3AMMOAENCTBUA KBAHTOBO-KPUATOTPAdDMYECKOM ANMNAPATYP bl BBIPD ABOTKM M PACNPEAEAEHUS
KAIOYEM U CPEACTBA KPUATOTPAdDMYECKOM 3ALLLUTbI MHADOPMALLUMY
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2. MoAYAb YNIPABAEHUSA KAIOYOMU — OCHOBHAA
npooAeMaTUKA PA3BUTHUSA PELLUEHUM.



PeweHue Fog Jlormyeckue JloKanbHoOe MNpeo6 pasoBaHue JlormyecKkoe pasaeneHuve XpaHeHue Moporosble 3HaYEHMA B XpaH UIULLAX KAlOY el
YPOBHM B XpaHeHue KAtoue i KAtoueit rno6anbHbiIx
apxuTekType Katouein KAtouei

DARPA key Management 2002-2007 Lel Aa Her Her Her Het
SECOQC key management 2007-2009 Aa Aa [a—nocne npuema. [a, kntoun wudposaHMA 1 pacwndpoBaHma Hert MUWHUMaNbHBIV Y POBEHb NO KONUY ECTBY KAOYEW ANA MONONHEHUA

HeTt— npu pacnpegenenunn XpaHUNuLWa
NIST manager 2008 Her fa Oa [la, CeCCMOHHbIE KtouM Het Het
QCC security processor key manager 2008 Het [Oa - J[a, cecCUOHHbIE KNtoun Het MUHMMaNbHBIW Y POBEHb MO KOIMY ECTBY KAtOYEW ANA NONOAHEHUA

XpaHUNULWa

NEC key management 2009 Aa Aa HeTt Aa, knoumn wudposBaHUA U paclinppoBaHua Aa Het
Magiq Tehnologies key manager 2010 Ha Ra Het Da, ceccnontble kntoun Her Het
SwissQuantum key management 2009-2011 Ha Aa - fa, ceccuontble kntoum Aa -
QoS-supported key manager 2011 Her fa - - - -
NECTEC key management 2012 fa fa = [la, ceccuoHHble KoM fa Het
Toshiba key management 2016 JiE] Oa [a—nocne npuema. [Aa, kntoun wudposaHua 1 pacwndposaHma n Aa Het

HeT— npu pacnpegeneHun CEeCCUOHHbIE Ktoun
NICT QKD platform 2017 fa Ra - - Da Het
Quantum Canada key management 2018 Aa Oa - JloKanbHbIe KAKOYUM U KAKOUM ANA CeTeBOro Na He

pacnpegeneHus. Knoum wndposaHua u
pacwmndposaHua

NSFC SDQaa$ framework 2019 fa Ba g [la, ceccuoHHble Kntoun Ja Het
NKPs DDKA-QKDN scheme 2022 Het fa [Oa—nocne npuema. Het JiE] MMWHMMa IbHbBIN Y POBEHb MO KONMY eCTBy KAtouel AnA cTapra

HeT— npwu pacnpegenexunmn npouesypbl CETEBOW pacCbIKM KNto el
KISTI key management 2022 Ha Ra Aa, HKDF - Ba Het
AIT key manager 2023 Hert Oa Oa - - MWHUMaNbHBbINA Y POBEHb MO KONMY ECTBY KAtoue ANA NONONHEHUs

XpaHUAULWa

https://doiorg/10.1145/373057
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N EC Magiq Tech nology Keun Lee and Audrlus Berzanskis. Key manager for gkd networks, US.

Patent US20060062392A1, Jan. 2010.

Terminal Node 1 (TN1) Relay Node (RN) (Node A ) Node B
Applicati -
pplication Request " i ‘ AplieatG XPAHEHME KAIOYEN C
Demand || | ()~ A (anfe- -I- SHfiEe oa)  faver PA3AEAEHMEM
Supply K, enc o] Koenc 5 % * ) PO OydbepoB Mo NOTPEBUTEAIM
* K,eeanc Q, Q, ayer MocAe OPMUPOBAHMS
K,enc , — e g — v sl KBQHTOBO3ALLLMLLLE HHbIX
Terminal Node 2 (TN2) | ot i aTont e Toame o ot ot ey R @ @ ) T Kkatoden (K3K)
Application e e ctea osic ¢
i in Quantum Elec fronics, 15(6):159 1-1601, 2009.
Supply Message E Ptel'SiSte;lt A0 dopMmnpoBaHMa K3K
@ RS XPOHEHME B EAMHOM

Oydoepe KBAOHTOBbLIX KAKOYEMU

QKD layer

PasaeAbHOE XpaHeHue

- S R
UAOKQAABHBIX) M (rAOBAABHBIX) KBAHTOBbIX KAKOYEMN [ Application #1 J (avp#2) [(a0n#3) (App 0
== L
4 N\
a Ve | SECOQC V3ea 2 4@ ] HQ 3 3 3
Other | (- - ST IMELIOCE - / | L|r) L{J H|J L{J ~ )
modules - _ /Pickup store #1 In buffer Pickup store #1\ g
’ _ prikiiy £
/L /L: E Lg:i]? ib_/-l Common store . Common store i-_» 'g. %ﬁ
E Q3P instance 2 LS) ;
} éi - —>» <+ o | ‘T” = | trom Coord link
% g: QBB --; - "/ \ - p Ao 1 \J j /. i
E o ,""lI oo Link 2 B - Alan Mink, Lijun Ma, \ ; (R;‘ X 4_4/\ A B——
g g : Q3P instance n ;lesgsl'w'\le? l;l%ﬂ;rym' ~ Mux link
Sy ; Pickup store #2 Out buffer Out buffer Pickup store #2/ ;B(;Tg%c;gm;m, ond _— k Secret
— T \ Quentum etwork multiplexing manager g <
QBB Q3P module (master) Q3P module (slave) ;"L:O"C;rgtegg%feﬁ e \_ B 4 £ J
N - 2T TN J
- ,pages 16-21.
BB Node CUHXPOHM3ALMI BYQPEPOB KAKOHEM MO HAMPABAEHMSIM, IFEE 2008 Quantum network manager
rdad Dianati and Romin Aléaume. Architectur A3rPAHMYEHME MPAB MO MPUHLUMMIY master/slave -
e Secae auaniom koy erituton neivark ICaKM o7 pasip P pHrHLMMY / Pa3saeAbHble Bydoepbl KAKOUYEM AAS KAXKAOTO NOTPEBUTEAS

pages 13-13. IEEE, 2007.
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Local key management

Local key management

Session || Client || Server || Required Key Assigned
4 Global key management function I B App. || App. || keymte || ratio || keyrate
L1 Jla [ & Jroowm]l 1 | sotes |
L Registry J LKey a]locationJ [Key sharing] g ‘ 2 H c H D ” 200 kbps ” 3 || 100 kbps ‘
manager manager manager 8
— ..i ‘ 3 H E H F || 100 kbps H 1 || 50 kbps ‘
Glg:;lb l;:z - g ‘ Key allocation process ‘
AN Y

* PasaeAbHOE BeAeHME BDYydOEPOB YAOKAAbHbIX KAKOYEM) OT
PA3HbIX MOAYAEUM KPK B OAHOM Yy3Ae

* Haamume obLuero 6ydoepa «rAOBaAbHbIX KAKOYEM) B
MOAYAE YMNPOABAEHUSI KAIOHOMM

* CKOPOCTb BbIPABOTKM (TAODAAbHbBIX KAKOHEM) A€ AUTCSH
NPOMOPLMOHAABHO YHOCTOTE 3AMPOCOB MOAb3OBATEALCKMX

function function M p MAOXKEHU l‘/’l
e ~ Target Actual
ed eed
o Sl S * AOCTYMNHQs CKOPOCTb BLIDABGOTKM MOXET BblTh HMXE
- T e node 3 HE OBXOAMMOM MOTPEBUTEATIM
o |+ e
L Y, app. E KSA | Key BGY%
\ / D size [EGEIPS
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b C_D 7 e TASKS T
) H
: ! ‘ Application KSA Sapply Key BGA App. App. | 4 Send to KMS excludin,
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Yoshimichi Tanizawa, Riika Takchashi, Hideaki Sato, Alexander R Dixon, and Shinichi Kewamura. A secure communication network
infrestructure based onquantum key distributiontechnology. Ieice Transactions on Communications, 99 (5) :1054-1069,2016.

A Tdjima, T Kondoh, TOchi, M Fujwera, KYoshino, Hlizuka, T Sakamoto, ATomita, EShimamura, S Asami, et al. Quantum key distribution network for
mulfiple applications. Quantum Science and Technology, 2(3):034003, 2017.
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AKTYQAbHble NPOBGAEMbI NPU CO3AAHMU MOAYAEN YNIPABAEHUS KAIOYAMMU 30 pyBeXXoMm:

D DEKTUBHBIE METOAbI BEAEHMS
6ydbepoB KAIOHEN.

MuHUMM3IALLUSA 30AEpPXEK NPU 3anpoce
KAKOYEHN B KPUTUYECKMX BODKHbIX
NPUAOXKEHUAX.

Mpuopuresauus noTpedbuTesen 8
COOTBETCTBMM C METPUKAMM KAYECTBA
OBCAY>KMBAHMS AAS PACTIPEAEAEHMS
NPUOPUTETA BbIAQHM KAIOHEMN.

B KpUTHUYE CKIM BOXKHbIX MPUAOXKEHMUAX HE
AOAXHO GbITb OTKA3a B O6CAY>XXMBAHUM.

CO3AQHME U CTAOHAQPTM3ALMA €AUHOTO
MHTepdoenca B3AMMOAEUCTBUSA AAS
MOAYAEN YNPABAEHUS KAIOYAMMU DO3HbIX
BEHAOPOB.

ConpshkeHme CErMEHTOB KBOHTOBbLIX CETEM
HO anNnAapaType pPAa3HbIX BEHAOPOB.

—
(T

» Effective key storage approaches: The key manager is required to effectively manage cryptographic keys,

which includes key storage and formatting. It is critical that keys are stored in a manner that allows for efficient
key addition and retrieval. Key formatting should also be supported and performed efficiently on demand
because the application in critical infrastructures requires a minimum delay in key supply. There are no
studies analyzing the effectiveness of key storage designs, nor are there detailed approaches to effective key
formatting.

Effective resource sharing and quality of service support: With the growing push for enterprise integration
of QKD networks, it’s anticipated that a large number of users, i.e., cryptographic applications, will need to
share limited key resources. The key manager must prioritize applications of varying backgrounds and even
support quality of service requirements for the most critical applications. Most approaches utilize desired
key rates as a metric for allocating available resources. However, it’s essential to consider the nature of the
applications.

Standardization of interfaces for communication between remote key managers: To achieve interop-
erability and ensure fair representation of different key manager vendors, it’s crucial to define the methods
and protocols between remote key managers. This point presents a significant obstacle to developing and
integrating QKD networks. As vendors endeavor to incorporate their QKD devices and key managers into a
single device and rely on proprietary interfaces, the result is the imposition of a QKD network reliant on the
catalog of a single vendor. The absence of a standardized interface between key managers hinders the broader
integration of QKD networks, particularly in terms of key relaying, which is aimed to be addressed through the
ETSI QKD 020 standard. However, there are concerns that this solution may not scale effectively and could
potentially slow down the traffic within the QKD network.

Dervisevic E. et al. Quantum Key Distribution Networks-Key Management: A Survey //ACM
Computing Surveys. — 2025. = T. 57. - Ne. 10. - C. 1-36. hitps://dl.acm.org/doi/pdf/10.1145/3730575
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HakonAeHune 6ycepos K3K

[ToBbILLEHME

o POPMMPOBAHUE OYTPEPOB KBAHTOBbLIX M KBOHTOBO3ALLIMLLLEHHbIX
KAto4en B PrICy

o COXpaHAET BO3MOXXHOCTb MPEAOCTABAEHMSI YCAYTU MPUM MPU OTKA3E
OAHOTO MAM HECKOAbKMX MOAYAEM KPK 1 PTICY HO pA3HbIX
CETMEHTAX KBOHTOBOM CETU
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Pe3epBHbIM KOHAA
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OCHOBHbIE MPUHLLMbI

Bydoepnbl KK 1 K3K dbopmumpytorcs
HeMnpepbIBHO

Bbiaa4a KK 1 K3K npomncxoamt no 3anpocy
CK3UN-MNotpebuteas 6e3 OXKMAQHUS

BPE MEHM HO OOPMMPOBAHMNE HOBOTO
KAKOYQ

A KK v K3K aamumHmctpartop CK3M moxet
YCTAOHABAMBATb PA3AMHHYIO AAUTEABHOCTD
MCMNOAb30OBAHMS (C YHETOM MAKCUMOABHOM
AOMYCTUMOM HATPY3KM HO KAKOH)

MMHUMAABHOS EMKOCTb OYTJDEPOB KAKOYEM
MOXXET PACCHMTLIBATECSH MCXOAS M3 CYTOYHbIX
AMMUTOB HA 3AMPOC kKatoden CK3U-
MoTpedbutreAsmm MAM HOPMATUBHOIO

BPE MEHM 3AMEHDI BbILLIEALLIMX M3 CTPOS
YCTPOMCTB



CK3U AAS NOCTPOEHUS KBAHTOBbIX CeTeun

PelLLueHne AAS MOCTPOEHMS MATMCTPAAbBHbBIX CETEM MPOOM3BOABHOM TOMOAOTMUM

N
1. UAeHTUDUKATOP Y3AQ, COCTOSALLUMA U3 MAEHTUCPUKATOPA CETU U
HOMepAa y3Ad
NAEHTMQDUKQATOP CETHU COCTOMT M3 4-X CUMBOAOB, CPEAM KOTOPBIX MOTYT ObiTh LIMGDPBI M 3ATAQBHbIE
AQTUHCKHME BOYKBbI. KOAMYECTBO BO3MOXKHBIX BAPUAHTOB — OKOAO 1.7 MAH. (36* =1 679 616).
2.Tun yctpoucTtea. 01 — MoAyAb ynpaBAaeHus kKatodamu, 02 — KKC BPK,
03 - CK3U-NoTpebuTteab, 04- MeXCeTEBOMU LLAIO3.
KoanwecTtso BapuaHToB OT 1 A0 254
3. UaeHTUDUKATOP KAMEHTA. UcnoAb3yeTcs TOAbKO AAsl CK3MU-
MNoTpebuTteaemn.
CTpyKTYpa AHAAOMMYHA MAEHTMDMKATOPY CeTH.
4. Homep ycTpoucTBa.
MNCrnoAb3yeTCA AAS MAEHTUCOUKALMM KAMEHTCKMX YCTPOMCTB B MPEAEAAX OAHOIO Y3AQ.
UNHTEpBAA 3HAYEHMH — OT | A0 232 (60Ae€ 4 MAPA.)
J
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B syerkax ykaszaHbl 16-pudHbie 3Ha4eHUs , AMbo ASCIl CUMBOAbLI B KOBbIYKAX.

CTPYKTYpPd AASl MOAYAS YNPABAEHUS KAIOH AMM:

CtpykTypa aAAa KKC BPK:

15|14|13|12|H|10 9|8|7|6|5|4 3|2|1 0]
MAEHTUDD UKATOP Y3AQ MAaeHTUd nkaTop Peseps Tin
COCEAHEro y3Aa ycr.
MaeHTud nkatop Homep MaeHTud katop Hom
KBAHTOBOM CETU y3AQ KBAHTOBOM CETU ep =0 =2
[A..Z,0-9] [A..Z,0-9] Y3AQl
Mpumep:
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0]
‘Q' | K | 'D | 1" | 00 OF | 'Q | K | D | 1" | 00 10 00 00 00 (073

15 (14| 3| n2|nfw|fo|s|7]6|[s|a|3]2]1]o0

Tun

UpeHTndmkatop yana Pe3eps ycT.
NpeHTudmKaTop Homep

KBAHTOBOM CETU y3na =0 =1

[A.Z,0-9]
Mpumep:
15 14 13 12 11 10 9 8 7 3 5 4 3 2 1 0
(0] K D 1 00| OF | OO | OO | OO | OO | OO | OO | OO | OO | OO 01

Ctpyktypa aAs CK3U-TNoTpebuTteas:

15| 14| 13 | 12 | 11 | 10 9 8 7 6 5 4 3 p 1 (0]
Pe- | Tun
UpeHTudmkatop yana UpeHTndukatop 3€eps| ycr.
KAWEeHTa Ne ycrpoiicrtea
NpoeHTndmkatop Homep [A.Z,0-9]
KBaHTOBOWM CeTH yana =0 | =3
[A.Z,0-9]
Mpumep:
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Q K D 1 03 | 09 R T K 1T 01 E2 | 40 | 00 | 0O 03
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3. Kakumu 6bIBAIOT MATMCTPAAbHbIE
KBOHTOBbIE CETU B MMPOBOU NPAKTUKE?
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AATEABHOCTb HEAOCTYMHOCTU CEPBUCA
NO AOPMUPOBAHUIO KAIOYEM (HYOCHI B HEAEAIO)

Table 1 | List of the durations when KM-Links failed to provide
service (hours)
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ApxuTekTypa kBaHToBoU ceTu KHP: marucTpaab KBAHTTEAEKOM
* PasaeAeHme AOCTYMNMHOM CKOPOCTM BbIPADOTKM KAKOHEM Ava”ablp_ SKR on QL-2 (8 kh,ls) A\,a,|ah|e SKR on QL-b (7 kb/s)
M NOTPEBOHOCTEN NMOAB3OBATEAEN HO OTAEAbHBIE CAOTHI " One SKR slot
*  ABTOMATM3ALMSA MOUCKA M MCMOAB3OBAHMA CAOTOB MO A .....DDD """"" 1 .....D.
i ;\"—)H—J : i ; lﬁ’_‘lgﬁ’_} A

3aMNpPOCy C NOMOLLIBKD SDN KOHTPOAAE PO

SKRa1 SKR;.2 SKRp-1 SKRp-2

QL-a QL-b

QKD path
User-1's QKD service SKR requirement (2 kb/s)

m { Exch Routing Information
~ |
hange Routing |

User

.
l
| Mepapxu4Has CTPYKTYPO CUCTEMbBI YNIPABAEHUS

| 1 ypoBeHb OTBEHAET 30 YNPOABAEHUE BHYTOWM CETMEHTA CETH
| KPK

| « 2 YpOBEHb OTBEHAET 30 B3AMMOAEMCTBUE MEXKAY

|

I

I

|

|

cermeHTamm cetem KPK, B T.4. NEpEAQUY KAIOHEN MEXKAY
CErMeHTaMm

CTpyKTYypQ CETU YNPABAEHMS COBMAAQET CO CTAHAQPTAMM
ITU 1 pIAOM HOYYHbBIX PABOT, MCMOAB3YIOLLIMX TEXHOAOMMIO SDN

Chen, HZ., Li, MH., Wang, Y.Z. et al. Implementation of carier-grade quantum communication Yuan Cao, Yongli Zhao, Jianguan Wang, Xloosong Yu, Zhangchao Ma, and Jie Zhang, "SDQacsS: software defined networking

networks over 10000 km. npj Quantum Inf 11, 137 (2025). hitps://doi.org/10.1038/541534-025-01089-8 for quantum key distribution as a service," Opt. Express 27, 6892-6909 (2019). hitps://doi.org/10.1364/QF.27.006892
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ApxutekTypa KBaHToBOoU ceTu KHP: ropoackue ceTu KBAHTTEAEKOM
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Chen, HZ., Li, MH., Wang, Y.Z. et al. Implementation of carrier-grade quantum Chen, T., Jiang, X., Tang, SB. et al. Implementation of a 46-node quantum metropolitan area network. npj Quantum

communication networks over 10000 km. npj Quantum Inf 11, 137 (2025). Inf 7,134 (2021). hitps://doi.org/10.1038/541534-021-00474-3
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TOABKO AU B KUTAE KOABLLEBASA CTPYKTYPA TOPOACKMX CETEMS
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[MOAKAIOHEHUE K MATUCTPAABHOU CeTHU AMICON @ CMAPTC
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4. Kakumu OGbIBAIOT CNOCOObI U NpUMeEpPbI
NOoAKAIOHEHUS 6ecrnpoBOAHbIX YCTPOUCTB?



CMAPTC

PelwueHne npobAaembl (NOCA€AHEU MUAUNY KBAHTTEAEKOM

«KA04 Kak cepBUC) HO OA3e KBAHTOBOM CeTKM Kmtasd

VPN gateway VPN gateway

Internal en cc:;ﬁio" en c?ys;ﬁion Internal
network equipment equipment network
F N

F 3

-___________-=____________.__---———-,_.—-—-—--
a

VPN gateway VPN client
Internal eanS(ii on Physical eanS(:ion geennnerneenns
network ryp link vp :
equipment terminal
A 3
key
Terminal key service |-------+ charging

— e —

(b) QKD system or QKDN

BblAQYA KAIOYEM HEPES TEPMUMHAA
AAS MOBDUABHBIX YCTPOMCTB HA
(MOCAEAHEN MUAEY

Lai, J.; Yao, F.; Wang, J.; Zhang, M.; Li, F.; Zhao, W.; Zhang, H. Application and Development of QKD-
Based Quantum Secure Communication. Entropy 2023, 25, 627. hitps://doi.org/10.3390/e25040627
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«KAIOY KOK CEPBMCY) C MCMOAb3OBAHMEM OOOPYAOBOHMS
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QuantumMail

QuantumMail is a secure mail client product developed by
QuantumCTek Co., Ltd. with independent IPRs. The
product supports the key distribution technology of "one
key at a time", providing end-to-end mail security

receiving and sending services for users ... ...

Quantum Meeting

Quantum Secure Meeting System is a series of meeting
products developed by QuantumCTek Co,, Ltd.. Combined
with high-strength state secret algorithms, The product
adopts gquantum key to encrypt audio and video meeting
data streams, in order to ensure the s... ...

Quantum Identity Security System

Quantum Identity Security System is a series of products
jointly developed by QuantumCTek Co., Ltd. and
Bamboocloud Co.,Ltd., which can effectively ensure the
access control security of application systems. Based on
technologies such as quantum security e... ...

[lepeyeHb KOMMEPHECKM AOCTYMHbIX YCTOOMCTB AAS
cepsuca, QuantumCTek

Quantum Security Intelligent Office Books

As an intelligent office equipment integrated with Al core
technology and quantum encryption technology, quantum
security intelligent office book supports handwriting
recognition, voice recognition, real-time translation,
quantum key protection, etc.,and ... ...

Quantum Security HD Walkie-talkie

Quantum security HD walkie-talkie is a two-way mobile
communication tool, which supports the functions such as
visual intercom, cluster conference, electronic map, etc.
With the quantum encryption technology, the product can
encrypt the terminal intercom ... ...

Quantum Security HD Walkie-talkie %

Quantum security law enforcement recorder is a device
that can realize audio and video forensics on the scene of
law enforcement. With such functions as camera,
recording, photo, voice intercom, etc., it can realize visual
remote command and dispatching b... ...

https://www.quantum-info.com/English/product/ptwo/yidongjiamiyingyongchanpin/
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5. B Kakux cdoepax MOXXHO UCKATb
CL.eHap1u NpMMeHeHUs1 AAl KBOHTOBbDIX
ceten?



CueHapui UCNOAb3OBAHUS

AOCTOBEPHOCTb PE3YALTATOR
BbIOOPOB

Pe3epBHOE KOMMPOBAHUE
AAS OBOPUMHOTO
BOCCTAHOBAEHMUS

3aLmTa dOUMHAHC OBbIX
AQHHbIX

Cuctema pacrno3HABAHUS
AMLL

XPAHEHME 1 PE3EPBHOE
KOMMPOBAHME KAIOHEM

MNepeAa4a meAMLMHCKMX
N300 PAXKEHUI
Pe3epBHOE KOMMPOBAHME

MEANLIMHCKMX KAPT

CoeAnHEHME LLEHTPOB
0BpPABOTKM ACHHbIX

[eHeTmyeckme AQHHbIE

CoeavHeHne
SAEKTPOCTAHLMM

AYTEHTMADMKALMA CUCTEMBbI
YNPABAEHUS DAEKTPOCETIMM

3aLLUMTA KOHOAQ
YMPOBAEHUS ATOMHbBIM
PEQKTOPOM

Cdpepa

npuMeHeHus

MNpPaBUTEABCTBO,
LLIsenuapus

baHkoBCKMIM
CEKTOP,
LLIsenuapus

PUHAHCOBbLIM
cekrop, CLLUA

buometpumieckme

AQHHblIE, AMOHMA

KpmntoBaAIOThI,
LLIsenuapus

MeanupHCKmne
MCCAEAOBOHMUS,
ABCTPMUS

3APOBOOXPAHEHM

e, ANoHUs

Teaekom,
LLIsenapus

MeanumMHCKMe
MCCAEAOBOHMS,
AnoHms

SHepretmka,
LLIsenuapus

SHepretuka,
CLLA

DHepretuka,
CLLA

https://doi.org/10.1140/epjqt/s40507-025-003 50-5

OnucaxHue

MNpumeHeHmre TexHoAormn KPK npum nepeaaye AOHHbBIX MEXAY LLEHTPOM MOACHETA TOAOCOB U
LLEHTPOM XPAHEHUA AGHHBIX O PE3YABTATAX BbIOOPOB

3ALUMTA KOHAAQ CBA3M MEXAY LLITAB-KBAPTUPOM BAHKA M LIEHTPOM 0BPABOTKM AQHHBIX C
PE3EPBHbIMM KOMMIMM AAT ABAPUMHOTO BOCCTAHOBAEHMA MHADOPMALLMOHHBIX CUCTEM

3ALLMTA AQHHBIX MEXAY ABYMSA OCOUCAMM COUHAHCOBbBIX OPTraHM3ALMi B Hblo-Mopke (YOAA-CTpuT) m
Hbto-Axepcu

3ALLMTA KOHAAQ MEPEAQYM ACHHbBIX MEXAY TOYKOM COOPA BUOMETPUYE CKMX AQHHBIX M CEPBEPOM KX
0BPABOTKM YepE3 KBOHTOBYIO CETb C OAHMM MPOMEXKYTOYHBIM Y3AOM

McnoAb3oBaHME TEXHOAOT MM KPK C LUMJOPOBAHMEM OAHOPA30BBIM OAOKHOTOM AAS 3ALLLUTEI KOHAAC
nepeAdym KAIOYEN B PACNPEAEAEHHOM CUCTEME XPAHEHMUS KAIOHEM KPUMTOOUPXKM.

MNepeAd4a MEAMLIMHCKMX M30BPaKEHMM M OBecneieHne YAOAEHHOrO AOCTYNA K HUM C
MCMOAb3OBOHMEM PACTPEAEAEHHOTO XPAHEHUI METOAOM PA3ZAEAEHMI CEKPETA
Pe3epBHOE KOMMPOBAHUE 3AMMCEN B ME AMLLMHCKMX KAPTAX C MCMOAb30BAHMEM TEXHOAOT MM KPK CcO

CXEMOM PA3AEAEHUT CEKPETA AAS MEPEAQHM B PA3HbBIE LEHTPbI OBOPABOTKM AQHHBIX.

CoeAMHEHME ABYX TEPPUTOPUAABHO-PACTPEAEAEHHDBIX LLEHTPOB ODPAOOTKM AQHHbIX C
McrnoAb3oBaHMem OTN-LLMdopoBaAHUS (L1 ypoBeHb)

3aMLLLEHHAS NEPEAQHO AQHHBIX 1 3ALLLMLLLEHHAS BUAEOKOHADEPEHLICBA3b C ODCYKAEHMEM
PE3YABTATOB FEHETUYECKMX MCCAEAOBAHMMN (LLUMADPOBAHME OAHOPO30BbIM BDAOKHOTOM).
ObecneyeHne 3aLLUMLLLEHHOTO COEAMHEHUS MEXAY HE CKOABKMMM DAEKTOOCTAHLLMAMM AAS

YAPOBAEHUS PECYPCAMM

AyTteHTmdomkaums Tpadomka SCADA (T. €. AQHHbBIX M3MEPEHUM U YITPOBAEHUA) MEXAY LLEHTPOM
PACNPEAEAEHUI DAEKTPOIHEPIMM U DAEKTPMHE CKOM MOACTAHLLMEN

OKCNEPUMEHTAABHbIM CTEHA C ODECneYeHMEM AOCTYNA K MOAHOCTbIO LMADPOBOM CUCTEME
YMNPOBAEHUA MCCAEAOBATEALCKMM ATOMHBIM peakTopom PUD-1
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CMAPTC

Cxema pasaeAreHns cekpeTa n texHoaorms KPK KBAHTTEAEKOM

[epeAq4a MEAMLMHCKMX M30DPAXKEHMM M PACMPEAEAEHHOE XPAHEHME C MCMOAb30BAHMEM CXEMbI PA3AEAEHUS CEKPETA

MoTueaLms: OOAbLLIOE BpeEMA OKTYAAbHOCTU MEANULUMNHCKMX AQHHDbIX, B T.4. TEHETNHECKMX MCCAEAOBOHMM

Ob6paboTKa AQHHBIX AO NEPEAQYHM
Ha 0b6enx CTOPOHAX

Ob6paboTKa AQHHbIX MOCAE NEPEAQIM lpau, Asctpus, 2020

sgnonHms, 2020
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Lina Moscoso. Quantum Enabled Private Recognition of Composite Signals in

2021. ul: https://qugenome .av.itpt/Outputs.niml (visited on 10/21/2024).




BbICOKOHpOM3BOAMTeAbeIe BbIMUCAEHUA CMAPTC

B peXunme peaAbHOro sBpemMeHu n texHoaorusa KPK KBAHT TEAEKOM

AOHAOH, 2021 roa.

HAuWMOHAABHBIU LLEHTP
KOMMNO3UTHbIX MaTtepuaros (NCC)

“e,, QKD fraffic "

KBQHTOBO3QLLMLLIEHHbIM ’
KAHOA H XOAUMO:
BbIYMCAMTE AbHBIE PECYPChI AAS
/ \ MOAEAMPOBAHMS HOBbIX
Oneparopckmm MATEPUAAOB C AOCTYMOM B
KAGCTED OBMEHA PEXMME PEAABHOTO BPEMEHM
TOACOHKOM rPAHU4EHU Offsite @ CFMS
ors OrpaHuyerue: , , site
British Telecom HaaexHas 3awmta Onisite @ ?‘CC QKD Link HPC and storage solutions
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Near real-time control in
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= Unlocking secure, near real-time communication to advanced and
+ scalable computing infrastructure needed for big data analytics and closed
loop control
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NMpumeHeHue TtexHoAorun KPK B aHepreTu4eckom CMAPTC

CEKTOp€e M HO ATOMHOM peakTope KBAHTTEAEKOM

3ALLUMTA KOHAOAQ AOCTYNA K LLUADPOBOM CUCTEME YNPABAEHUA AyTeHTMSbMKOLMﬂ
SAEKTPOMOACTAHLMIM C MCMOAb3OBAHMEM

MCCAEAOBATEABCKMAM ATOMHBIM PEAKTOPOM
KPUMTOrPAOUYECKMX METOAOB

(c) Optical Fiber
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U1 DigHaEControNar Ao Secure Communications in a Nuclear Reactor Bab Alshowkan, M., Evars, P.G., Starke, M. et al. Authentication of smart grid communications using quantum key

arXiv preprint arxiv:2505.17502. - 2025. distribution. Sci Rep 12, 12731 (2022). https://doi.org/10.1038/541598-022-16090-w



CoBmecTHoOe npumeHeHue TexHoAorum KPK u CMAPTC

KBAHT TEAEKOM

NOCTKBAHTOBOU Kpuntorpadmum

MHTerpawms noCTKBAHTOBOM KpuTnTOrpadum MHTerpawms noCTKBAHTOBOU KpuTnTorpadum
B cocTtase ceTu KPK HO YPOBHE NOAb3OBATEAbBCKUX CUCTEM

* MCTOMHMK KPUMNTOrPAOUHECKMX KAKOYEM: KBOHTOBbIM
reHepPaTop CAY4OMHbIX YACEA

* [1OCTKBOHTOBASA KPUMTOrPAOUS MCMOAB3YETCS AAS
3ALLMTBI KAIOYEM, NepeAaaBaeMbIX No cetn KPK

\_ (OObEAMHEHME ABYX KAKOYEBBIX CXEM )

AAS 3QLLNTBI KOHOAQ MCMOAB3YIOTCH ABA KOHTYPA N
LLIMADPOBAHMS.

* HO KOHOABHOM YPOBHE - CUMMETPHNHHOE
LLII/IC*)DOBOHI/IG C KBAHTOBbIMM KAIKOHOMM
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orange Orange — KpYrnHeMLLIMM TEAE KOMMYHMK QLIMOHHbIM Ceyn, 2024 roa.
oneparop PpaHummn. lNapmx, 2024 roa.
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[MMAOTHBLIU NpoekT ¢ TK «ABTOAOP) CMAPTC
[MTpumeHeHne TeXHOAOTMM KPK HO QBTOAOPOXHOM MHADP ACTRYKTYPE KBAHTTEAEKOM

MepBas NMAOTHASA UHTErPALMSA HO CErMEHTE ABTOMATU3UPOBAHHOMU
CUCTEMbIl YNPABAEHUA AOPOXHbIM ABMXKeHuem (ACYAA)

[loy ysacTtmm: AB TDﬂDP ®> 4 CMAPTC

FOCYAAPCTBEHHAA KOMITAHUA

LLeAn npoekTa:

1. AHOAM3 TEKYLLIEW CETEBOM MHADPACTPRYKTYPDLI K «ABTOAODY

2. Pa3pabotka cxembl opraHmsaumm cermeHtos cetm KPK Ha mMHdopacTpykTtype
BbIAEAEHHOM MOACETU CYLLLECTBYIOLLLEM TEXHOAOTMYECKOM ceTn CBI3un (TCC)

3. NpoBEAEHME  MOHTOXHBIX M MYCKO-HOAQAOYHBIX PADOT HA  BbIAEAEHHbIX
MHADPACTPYKTYPHbIX 06bekTax TCC

4. NMpoBeAEHME UCMBITAHWMKM CXEeMbl OPraHm3aumm cermeHToB cetn KPK  Ha
MHOPPACTPYKTYPE BbIAEAEHHOM MOACETU CcyLLecTBytoLLLEen TCC

ABTOMOOUABHAS Aopora: M-11 «Hesaw TexHu4yeckoe pelueHue:
AAvHa BOAC: 21 km KKC BPK «KBaAmoH» u1 PriCy
Cpoxum: ¢ 5 mag no 30 moHg 2025 roaa




[MMAOTHLIM NpoekT ¢ K «ABTOAOP) CMAPTC

[MTormeHeHne TexHoAorm KPK HO OBTOAOPOXHOM MHADPACTRYKTYPE KBAHTTEAEKOM
TexHu4eckas cxema peLueHuUs
MBMN 668 km NBMN 647 km
( Cepsep \ ( )
ACYAA
Pency Pncy
— =
.. B === e T —_[EEEE———— “
= S ) ; ———
;=T : APM
S L KPK-A | KPK-B v
7
o PN e A
Kamepa l‘ |
HOBAIOASHMA \
g y,
APM
MOHUTOPUHTO
\_ Y, YTO NpoBEpPAAOCH U TECTUPOBAAOCH?

v HenpepbiBHOE dbyHKUMOHUMPOoBaAHME KKC BPK 1 conpsaxeHHbix CK3M HO AAUTE ABHOM
MPOMEXYTKE BPEMEHU

<

OTCYTCTBME CYLLLECTBEHHbBIX CETEBbLIX 30AEPXEK B KAHAAE KPK, KpuThYHbIX And ACY AA

<

OTpabOTKA CTAHAQPTHbLIX PETAGMEHTOB IKCNAyaTtaumm cmuctem KPK

v OTpabOTKA BHELUTATHbIX CUTY QLMK C BbIXOAOM M3 CTpog cmuctem KPK m CK3M




CMAPTC
KBAHT TEAEKOM

KoHTakTHas nHcbopmMmaums

@ 199178, Caxkr-letepbypr, B.O., 6 AviHMA A.59, kOpn. 1, AUT. b

a.santev@qguanttelecom.ru

2

info@quanttelecom.ru E :E
0

AAekcein CaHTbEB
PYKOBOAUTEAb HAMPOBAEHMS
PA3BUTMA U MPOABMKEHMS

KBAHTTEAEKOM.ph
NPOAYKTOB
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